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Securing Canada’s Defence Communications
A Sovereign Alternative for the Department of National Defence

The Challenge

As DND and the Canadian Armed Forces accelerate digital modernization, the platforms in use today were not built
for national defence security requirements. Collaboration tools like Microsoft Teams operate as U.S.-controlled,
cloud-hosted infrastructure — sensitive operational data transits and resides on foreign servers, outside Canadian
jurisdiction. The Canadian Centre for Cyber Security (CCCS) has made clear that sensitive government data must
remain under Canadian jurisdictional control — a standard Microsoft’s foreign-hosted infrastructure cannot meet.
In an era of rising cyber threats and geopolitical tension, this represents an unacceptable sovereignty risk.

Mattermost: Built for Sovereign, Mission-Critical Operations
Mattermost is a secure, self-hosted collaboration platform purpose-built for organizations that cannot compromise
on data sovereignty or operational continuity.
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Built in Canada. Built for Canada.

Mattermost’s CEO is a Canadian-US citizen, and our Product Development & Engineering teams are
distributed across Canada — with R&D investment rooted in the Canadian technology ecosystem. Choosing
Mattermost means investing in domestic digital sovereignty: strengthening Canada’s technology capability
while securing national defence communications against foreign infrastructure dependencies. Aligned with
the Buy Canadian initiative and Canada’s push for sovereign, secure government communications.

Trusted by defence and intelligence organizations across the U.S., Canada, and allied nations.
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